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MpumMep MCrosib30BaHMS NaATEXHOr0 Moayns Onay, NCNOJb3ys TEXHOIOrU asp.net

HacTpoinku B kabuHeTe ana marasmHa demo: URL http://secure.onpay.ru/user/login nornH demo
naposb demodemo

MoaroToBMTENbHbIE AaHHbIE AN paboTbl NpuMepa: MpeacTaByM, YTO Y HAC UMEETCS MHTEPHET
MarasuH, KOTOpPbIN NPOoAAET TOBapbl, B KOTOPOM A/St KaXKAO0ro nonb3osatens cywecrtsyeT USER ID.
Monb3oBaTenb MMeeT 6anaHC BUPTYasibHbIX OEHEr Ha CallTe, C MOMOLLbI0O KOTOPbIX OMJla4ynBaeT
TOBapbl U3 UHTEPHET-Mara3snHa. 3agada - NoNoAHUTbL 6anaHC NoJb30BaTENS, UCNONb3YSAA CUCTEMY
OnPay. To eCcTb NoMb30BaTesb MIATUT AEHbIM NPOBANAEPY, a 3@ 3TO EMY HAYNCNAIOTCA BUPTYasibHble
[eHbrM UHTepHeT-Mara3nHa 14 Havana co3gagum Tabnuuy B 6a3e gaHHbIX: HA30BEM eé
ONPAY_TRANSFER

CREATE TABLE ONPAY_TRANSFER (

ID INTEGER identity,-- YHMKanbHbM aBTOUHKPEMEHTHBIN UOEHTUPMKATOP

USER ID INTEGER, -- lonb3o0BaTeflb MHTEpPHET-Mara3unHa

REDIRECT DTE DATETIME, -- [JatTa nepeapgpecauuu nosib30BaTesnia Ha MiaTexHylo
cucteMmy OnPay

PAY DTE DATETIME, -- [lata nony4yeHus npoBavWfepoM pay 3anpoca

CHECK DTE DATETIME, -- [OaTa nony4deHus npoBanpgepoM check 3anpoca
TRANSFER SUM NUMERIC(18,2),-- CyMMa K 3a4MClieHui0

CHECK PAID INTEGER NOT NULL,-- O®nar Ttoro, 4to check 3anpoc 6bin npoussepeH
PAY PAID INTEGER NOT NULL,-- Onar Ttoro, 4to pay 3anpoc 6bin npoussefeH
ONPAY ID nvarchar(100),-- YHukanbHeln unpgeHTudukatop nnatexa B cucTteme OnPay
constraint PK ONPAY TRANSFER primary key (ID)

) BBe1éM HECKONbKO AOMONHUTENbHbIX KNaccos, ans obnervyeHns pabotbl: Knacc OnPayEngine using
System;

using System.Collections.Generic;
using System.Globalization;

using System.Security.Cryptography;
using System.Text;

namespace Utils

{

public class OnPayEngine

{

// CekpeTHbin naponb (Maponb pgns API IN)

public static string strSecureApiIn = "a2su3ig8y";
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// Ccbinka, Ha KOTOpPYI MNOJIb30BaTEJlb 6yneT nepeHanpaBjieH
niaTexa

public static string strRedirectLink =
"http://secure.onpay.ru/pay/demo";

// Ccbinka, no KoTopou bypmeT nmepeHanpaBfieH Nonb30BaTelb,

nnatex ycnewHo nposBenéH

public static string strUrlSuccess =
"http://www.domen.com/Success.aspx";

// Ccbinka, no KoTopou bymeT nepeHanpaBfieH Nofb30BaTelb,

NPowWén HeypayHo

ona coBepuweHuns

nocse TO0ro Kak

ecsin nnaTtex

public static string strUrlFail = "http://www.domen.com/Fail.aspx";

// WopeHTudukatop nonb3oBaTenss CUCTEMs
public static int iUSER ID = 123456;

// WopeHTudukatop nonb3oBaTenss CUCTEMs

public static string strUSER EMAIL = "demouser@demodomen.ru";

/// <summary>

/// OYyHKUMSA KOOMPYEeT WMCXOHYKWw CTPOKYy anroputmoM md5
/// </summary>

/// <param name="sCrcBase"></param>

/// <returns></returns>

public static string BuildCRCString(string sCrcBase)

{

MD5CryptoServiceProvider md5 = new MD5CryptoServiceProvider();

byte[] bSignature =
md5.ComputeHash(Encoding.UTF8.GetBytes(sCrcBase));

StringBuilder sbSignature = new StringBuilder();
foreach (byte b in bSignature)

sbSignature.AppendFormat("{0:x2}", b);
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return sbSignature.ToString().ToUpper();

/// <summary>

/// CreHepupoBaTb MONIb30BATEN0 CCbUIKM HA MNATEXHYI CUCTEMY
/// </summary>

/// <param name="fOutSum">cymma</param>

/// <returns>chopMMpoBaHHAA CCbiIKa Ha MNATEXHYKW CUCTEMYy, MO KOTOPOM
fypet npoucxoauTh 3anpoc</returns>

public static string GenerateUserPaymentLink(float fOutSum)
{
string sCrcBase;

// OnPayTransfer - ORM ob6bekT npepcTaBnfawwMi 3anucb B Tabnuue
ONPAY_TRANSFER

OnPayTransfernew OnPayTransfer();// Co3paTb 00bekT nepesofa
cpencTs

onpayTransfer.USER ID = iUSER ID;// MepeBopn nns nosnb3oBaTtens C
USER ID = iUSER ID

onpayTransfer.CHECK PAID = 0;// YcTtaHoButb ¢nar, 4to check 3anpoc
OT CuUCTeMbl onpay He 6bin npou3ssenéx

onpayTransfer.REDIRECT DTE = DateTime.Now; // [Oata OTCbUIKM
nonb3oBaTtensa Ha ¢opMy onnaaThl

onpayTransfer.PAY PAID = 0;// YcTaHOBUTb ¢nar, 4To pay 3anpoc OT
CUCTEeMbl onpay He Obin Npou3BenéH

onpayTransfer.TRANSFER SUM = fOutSum; // Cymma nepeBopa
onpayTransfer.Create();// Co3paTb 3anucb B Tabnuue ONPAY TRANSFER
//pay_mode;price;currency;pay for;convert; secret key

// CboopMupoBaTb CCHIIKY ONS KogupoBaHusa eé€ anroputmMoMm md5S

sCrcBase = string.Format("fix;{0};{1};{2};yes;{3}", fOutSum,
"RUR", onpayTransfer.ID,
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strSecureApiln);

string strMD5String = BuildCRCString(sCrcBase);// 3akomupoBaTb
CTPOKY

onpayTransfer.Update();
// BO3BpaTUTb CCbUIKY Ha MMAATEXHYW CUCTEMY
// B nepeMmeHHyl pay for 3anuceiBaeTCq YHUKaNbHbIN MOEHTUPUKATOP

// nepeBofja B cucTteme nposaupepa(none ID 3anucu u3 Tabnuupl
ONPAY TRANSFER)

//

return strRedirectlLink + "?" +
"pay _mode=fix" +
"&price=" + fOutSum +
"&pay for=" + onpayTransfer.ID +
"&md5=" + strMD5String +
"&convert=yes" +
"S&url success=" + strUrlSuccess +
"§url fail=" + strUrlFail +
"&note=" + "lononHeHue cyérta" +

"&user email=" + strUSER EMAIL;

/// <summary>

/// OyHKums dopmupyet md5 cTpoky ons oTBeTa Ha check 3anpoc nnatéxHowm
CUCTEMDI

/// </summary>
/// <param name="pay for">napametp pay for</param>
/// <param name="strCurrency">napameTp order currency</param>

/// <param name="order amount">napaMeTp order amount </param>
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/// <param name="code">napaMeTp code</param>
/// <returns>3akogupoBaHHasi cTpoka MeTtogoM md5</returns>

public static string GenerateCheckCRC(int pay for, string strCurrency,
string order_amount, int code)

{
//type;pay for;order amount;order currency;code;secret key api in”
// ChopMupoBaTb CTPOYKY MO 3agaHHOMY wabnoHy

string sCrcBase = string.Format("check;{0};{1};{2};{3};{4}",
pay for, order amount, strCurrency, code, strSecureApiln);

// BblUMCIINTbL N BEPHYTb 3aKOOMPOBAHHYKW CTPOKY

return BuildCRCString(sCrcBase);

/// <summary>

/// OyHKums dopmupyeT md5 CTpoKy ONns OTBETa Ha pay 3anpoc NNaTéxHowu
cucTembl

/// </summary>

/// <param name="pay for">napametp pay for</param>

/// <param name="onpay id">napamMeTp onpay_ id</param>

/// <param name="order amount">napaMeTp order amount</param>
/// <param name="code">napamMeTp code</param>

/// <returns>3akogupoBaHHasi CcTpoka MeTogoM md5</returns>

public static string GeneratePayCRC(int pay for, string onpay id,
string order_amount, int code)

{

//type;pay for;onpay id;order _id;order amount;order currency;code;secret key
_api in

// ChopMMpoBaTb CTPOYKY MO 3agaHHOMy wWabMoHYy
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string sCrcBase = string.Format("pay;{0};{1};{2};{3};RUR;{4};{5}",
pay for, onpay id, pay for, order amount, code, strSecureApiIn);

// BblUMCIINTL N BEPHYTb 3aKOOMPOBAHHYKW CTPOKY

return BuildCRCString(sCrcBase);

}

Knacc SiteHelper using System;
using System.Collections.Generic;
using System.Text;

using System.Web;

using System.Web.Ul,

namespace Helpers

{
public class SiteHelper
{
public static string GetPrm(string sName)
{
string sValue;
sValue = HttpContext.Current.Request.Form[sName] as string;
if (string.IsNullOrEmpty(sValue))
sValue = HttpContext.Current.Request.QueryString[sName] as
string;

if (string.IsNullOrEmpty(sValue))
sValue = String.Empty;

return sValue;
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}

}
ObLwasa cxema paboTbl NpuMepa TakoBa:

B MHTepHeT-MarasmHe nonb3oBaTeb 3aX0ANT Ha CTPAHULY NOMOSHEHNSA CYeTa, BBOAUT CyMMY
[leHer, Ha KOTOpPYI0 XO4eT NOMONHMTL CBOM BanaHc, HaXKMMaeT Ha KHOMKY MononHuTh. anee
npoucxoauT 3anuck B Tabnumuy ONPAY TRANSFER: 3anonHsoTca cnegytowme nonsa: 1) USER ID -
nonb3oBaTeNlb MHTepHeT-Mara3uHa 2) REDIRECT DTE - Tekyuiee BpemMsa(DateTime.Now) 3)
CHECK_PAID = 0, conar Toro, 4to check 3anpoc He 6bin1 nponsseneH 3) PAY PAID = 0, dnar Toro, 4To
pay 3anpoc He bbin1 npousseneH 3) TRANSFER SUM , cymma nepesofa [anee NnpoucXoauT reHepaums
CCbIIKKN Ha nnaTéxHyto cuctemy(®yHkumnsa GenerateUserPaymentLink B knacce OnPayEngine).

Koo npuBepnéH Huxe:
Pa3smeTka dopmbl

<form id="forml" runat="server">

<table>
<tr>
<td>
<asp:TextBox ID="txtAddSumm" runat="server"></asp:TextBox>
</td>
<td>
<asp:Button ID="btnAddSumm" runat="server" Text="Button"
onclick="btnAddSumm Click" />
</td>
</tr>
</table>
</form>

06paboTUMK HaxaTuUa KHOMKM
protected void btnAddSumm Click(object sender, EventArgs e)

{
float fOutSumm;
float.TryParse(txtAddSumm.Text, out fOutSumm);

if (fOutSumm> 0)

if (SiteConfiguration.OnlinePaymentEnabled)
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Response.Redirect (OnPayEngine.GenerateUserPaymentLink (fOutSumm));

}

Hanee y nonb3oBaTens Oo/HKHa NOABMTCA Takas hopMa:

Mocne Havana onyaThl Ha CTpaHMLY npoBangepa oT cumctembl OnPay npmuxoauT 3anpoc check,
CTpaHuua obpabaTbiBaeT ero, BbIAAET CEPBEPY OTBET. ECAM OTBET OT CcepBepa MOJIOXKUTENbHbIN,
cuctema OnPay noceinaeT CTpaHuLe npoeanaepa 3anpoc pay. MNposangep obpabaTbiBaeT ero n ecnu
pe3synbTaT 06paboTKM - yAa4HbIA, TO 3a4MCSeT N0Nb30BaTENO CyMMY B6annoBs, KOTOpPbLIE OH YKa3an
npv nepexofe Ha CTpaHuLy onaaThl.

MpuBedéM MosiHbIN KOA CTPaHMLbl api.aspx

Pa3smeTKa CTpaHuLbI

<%@ Page Language=«C#>» AutoEventWireup=«true» CodeBehind=«api.aspx.cs»
Inherits=«0nPay.api» %> <!DOCTYPE htm| PUBLIC «-W3CDTD XHTML 1.0 TransitionalEN»
«http://www.w3.0rg/TR/xhtml1/DTD/xhtml1-transitional.dtd»> <html
xmins=«http://www.w3.0rg/1999/xhtml» > <head runat=«server»> <title></title> </head> <body>
<form id=«forml» runat=«server»> <div> </div> </form> </body> </html> [anee npnsesém
codebehind ¢gavin cTpaHuubl: using System; using System.Collections.Generic; using System.Text;
using System.Web; using System.Web.UI; using System.Web.Ul.WebControls; namespace OnPay {
public partial class api : System.Web.UI.Page { protected void Page Load(object sender, EventArgs e)
{ string strType = SiteHelper.GetPrm(«type»); MpoBepuTb TUM 3aMnpoca

if (strType == "check")// bbin npoussenéH check 3anpoc
{
// voeHTudpukatop nnatexa(none ID Tabnuubl ONPAY TRANSFER)
int iOnPayTransferlId;
// CunTtatb HeobxoguMble nNapaMeTpbl M3 CTPOKM 3anpoca
stringstrOrder _amount = SiteHelper.GetPrm("order_amount");
string strPay for = SiteHelper.GetPrm("pay for");
string strOrder currency =
SiteHelper.GetPrm("order currency");
int.TryParse(strPay for, out iOnPayTransferId);
OnPayTransfernew OnPayTransfer();// Co3patb ORM obbekTnepeBopga
onPayTransfer.Read(i0OnPayTransferld);//
CuntatbcBOMUCTCBaobbeKTanepesona
if (onPayTransfer.ID != 0 &&
onPayTransfer.CHECK PAID == 0)// EcnutakonobbektecTbBbazen
check 3anpocpnsaHeroHebbinnpon3Benéx
{
onPayTransfer.CHECK PAID = 1;// YctaHosutbdnaruto check
3anpocbbinnpon3Benéx
onPayTransfer.CHECK DTE = DateTime.Now; // 3anoMHuTbgaTty
check 3anpoca
onPayTransfer.Update();// 3anucatb u3MeHeHus B ba3y
// CdopMupoBaTb CTPOYKY C kogoM O - ypgayHo,C xml OTBETOM
cepsepy
stringstrXMLResponse = GetCheckXML(O, onPayTransfer.ID,
strOrder _amount, "OK", strOrder currency);
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WriteResponse(strXMLResponse);
}
else
{
// CdopMupoBaTb CTPOYKY C KOOAOM 2 - HeygayHo, C xml
OTBETOM cepBepy
stringstrXMLResponse = GetCheckXML(2, onPayTransfer.ID,
strOrder amount, "OwubkasnapametTpaxnepesopga", strOrder currency);
// BbiICTaBuTb KOOMPOBKY O/ OTBETa
WriteResponse(strXMLResponse) ;

}
}
if (strType == "pay")// bbin npoussenéH pay 3anpoc
{

int pay for;

int order amount;

int balance amount;

double dexchange rate;

DateTime paymentDateTime;

string stronpay id = SiteHelper.GetPrm("onpay id");

string strpay for = SiteHelper.GetPrm("pay for");

string strorder amount = SiteHelper.GetPrm("order amount");

string strbalance amount =
SiteHelper.GetPrm("balance amount");

string strexchange rate = SiteHelper.GetPrm("exchange rate");

string strpaymentDateTime =
SiteHelper.GetPrm("paymentDateTime");

int.TryParse(strpay for, out pay for);

int.TryParse(strorder amount, out order amount);

int.TryParse(strbalance amount, out balance amount);

double.TryParse(strexchange rate, out dexchange rate);

DateTime.TryParse(strpaymentDateTime, out paymentDateTime);

OnPayTransfernew OnPayTransfer(); Cozgate ORM obbekTrniepesona onPayTransfer.Read(pay_for);
CyntaTbcBOMCTCBaOObEKTANEPEBOAA

if (onPayTransfer.ID != 0 &&
onPayTransfer.CHECK PAID == 1 &&
onPayTransfer.PAY PAID == 0)// Ecnu nepeBop HaupgeH B ba3se,
check 3anpoc pns Hero 6bin npou3ssenéH, a pay 3anpoc Hert
{
onPayTransfer.PAY DTE = paymentDateTime.Date;// 3anucatb
paTy pay 3anpoca
onPayTransfer.PAY PAID = 1;// BuicTaBuTb ¢nar, 4Tto pay
3anpoc 6bi1 npoussepeH
onPayTransfer.ONPAY ID = stronpay id; // CoxpaHuTb
BHYTPEHHUA uaeHTudukatTop nnatexa B cucteme OnPay
onPayTransfer.Update(); // 06HOBMTb 3anucCb O nnartexe -
ninatex nposenéH
// Cioga MOXHO BCTaBWTb KOQ MOMOJIHEHUA BHYTPEHHEro cYyéTa
nonb3oBaTens MHTEepHeT-MarasuHa
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strorder amount,

}

stringstrXMLResponse = GetPayXML(0, onPayTransfer.ID,
stronpay id, "OK");
WriteResponse(strXMLResponse);

else

{

strorder _amount,

string strXMLResponse = GetPayXML(2, onPayTransfer.ID,
stronpay id, "OwwubkasnapamMeTtpaxnepesopa");
WriteResponse(strXMLResponse);

}
}
}
///<summary>
///0yHKuMaBo3BpawaetT xml OoTBETHa pay 3anpoc
///</summary>
///<param name="iCode">kopgonepauuu</param>
///<param name="pay for">napameTp pay for</param>
///<param name="order amount">cyMMak3auucneHuw</param>
///<param name="comment">KoOMMeHTapuin</param=>
///<param name="onpay id">uHpekTupukatopnnatexascucrteme OnPay</param>

///<returns></returns>
private string GetPayXML(int iCode, int pay for, string order_amount,

string onpay id,

{

string comment)

StringBuilder stringBuilder = new StringBuilder();
stringBuilder.AppendLine("<?xml version=\"1.0\" encoding=\"UTF-

8\"?>" ) :

stringBuilder.AppendLine("<result>");
stringBuilder.AppendLine("<code>" + iCode + "</code>");
stringBuilder.AppendLine("<comment>" + comment + "</comment>");
stringBuilder.AppendLine("<onpay id>" + onpay id + "</onpay id>");
stringBuilder.AppendLine("<pay for>" + pay for + "</pay for>");
stringBuilder.AppendLine("<order id>" + pay for + "</order id>");
stringBuilder.AppendLine("<md5>" +
OnPayEngine.GeneratePayCRC(pay for, onpay id, order amount, iCode) +

"</md5>");

stringBuilder.AppendLine("</result>");

return stringBuilder.ToString();
}
///<summary>
/// OyHKuua Bo3BpawaeT xml oTBeT Ha check 3anpoc
///</summary>
///<param name="iCode">koponepauuu</param>
///<param name="pay for">napameTp pay for</param>
///<param name="order amount">cyMMak3auyucrneHuw</param>
///<param name="comment">KoMMeHTapun</param>
///<param name="strCurrency">BanwTanepesoga</param>

///<returns></returns>
private string GetCheckXML(int iCode, int pay for, string
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order amount, string comment, string strCurrency)
{
StringBuilder stringBuilder = new StringBuilder();
stringBuilder.AppendLine("<?xml version=\"1.0\" encoding=\"UTF-
8\"?>");
stringBuilder.AppendLine("<result>");
stringBuilder.AppendLine("<code>" + iCode + "</code>");
stringBuilder.AppendLine("<pay for>" + pay for + "</pay for>");
stringBuilder.AppendLine("<comment>" + comment + "</comment>");
stringBuilder.AppendLine("<md5>" +
OnPayEngine.GenerateCheckCRC(pay for, strCurrency,order amount, iCode) +
"</md5>");
stringBuilder.AppendLine("</result>");
return stringBuilder.ToString();
}
///<summary>
/// OyHuus BO3BpalaeT OTBET B COOTBETCTBYWWEN KOOUPOBKE
///</summary>
///<param name="strXmlResponse">cTpokac xml ¢awnnom</param>
private void WriteResponse(string strXmlResponse)

{
Response.Charset = "utf-8";
Response.HeaderEncoding = Encoding.UTFS8;
Response.ContentEncoding = Encoding.UTF8;
Response.Write(strXmlResponse);
Response.End();
¥
}
}
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